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-/Authentification / Chiffreme?t /Trame CCSDS Initiale \

Data (Reserved)

(Reserved)

- Chiffrement Télécommande Header

- Dechiffrement Télémesure ' SDLS
- Déchiffrement TMCU (AOS)

Header Protected Data MAC

'\Conforme CCSDS / SDLS / {m e CCSDS protégée /
/' Ressource cryptographique\

e Coffre-fort de cles
B ~ * Interface Ethernet TCP/IP
Ethernet Boitier

e * Jusqu’a 50 Mbits/s
e AES-256 / GCM ou CMAC

N y
\ / \' Basé sur uC STM32 (STI\/Iicry)

(Développement DTN/TVO/E\T

Security
Header

* |ntégré au Centre de Controle

Systeme Client

Sol \

= O X
Netwo
® = = 4 = D TCAuth O TC ™ o
naustrialise chez bibenc P adrss st
192.168.0.63:8027 isconnect
N °
e Bas cout : 1000 Euros environ
o
Input File
AQOS_ciphertext.bi
\
* Ecosysteme complet
AOS_ciphertext_output .bin
AT T e Send Data
]
oltier ITTre }
Traﬂsfer S‘tatus /* Test for received IV » Last IV used + IV Window */
else if (((unsigned int) RcvdFrameIV < (unsigned int) MaxIVRcvd)
, , , ; && ((unsigned int) RcvdFrameIV » (unsigned int) (LastIVUsed + IVWindow)))
Géneérateur de clés T
— E’EIEEZZP:igi({F:r‘fgizzr:o::?:n:i* Erreur IV recu > Derniere valeur utilisee +
100% d
o o o , Bltrate {Mb}}'s} ,;S:eceived IV accepted as last IV used */
(] O I C I e e e S I O n e C e S { y  LastIVUsed = RevdFrameIV,;
| 51.22 Mbit/s | .

°® °® /* Last IV Used >= BXFF...FF */
if ((LastIVUsed »>= 4294967295U) && (ErrorCode == @)) /* @xFFFFFFFF =/
! {
asm 1 § R J B RBE=SER [ BE=S B E=0 N B N FrrorCode = IV_FULL_ERR;
ooooooo = @; /* Minor error */
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